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UNDERSTAND 
THE OFFICIAL 

TERMINOLOGY.
This is F-Secure Labs.

Learn more about the most important security terms with  
our official explanations from F-Secure Labs.

Part 1: A to D
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B
BACKDOOR
A remote administration utility that bypasses normal security mechanisms to secretly 
control a program, computer or network. These utilities may be legitimate, and may be 
used for legitimate reasons by authorized administrators, but they may also be misused 
by attackers. A backdoor is usually able to gain control of a system because it exploits 
vulnerabilities, bugs or undocumented processes in the system’s code.

 

BANKING FRAUD / TROJAN
Malware that attackers use to access their 
victim’s online banking.

 

BOTNET
A network of devices infected with  
a specialized form of malware known as  
a bot that can be remotely controlled by an 
attacker, usually via a command-and-control 
(C&C) server. Each infected computer may 
be known as a bot, a zombie computer, or  
a zombie. An attacker, or group of attackers, 
can harness the collective resources of  
a botnet to perform major malicious actions, 
such as sending millions of spam emails, 
launching a distributed denial-of-service 
(DDoS), attack and much more.

 

BRUTE-FORCE ATTACK
A type of attack that typically targets 
authentication mechanisms such as 
passwords. A brute-force attack is an 
exhaustive, trial-and-error attempt that 
involves rapidly cycling through  
a comprehensive list of possible passwords 
or decryption keys, until the correct one 
is entered. Brute-force attacks commonly 
succeed due to weak passwords and/or 
human error or laxness. Often, a brute-force 
attack is combined with a dictionary attack, 
which uses a long list of words taken from 
dictionaries and popular culture references. 
Unlike a standard brute-force attack,  
a dictionary attack uses words that are 
thought to be the most likely to succeed.

A
ADWARE
Adware is F-Secure’s classification name for software that 
displays advertisements on the computers or devices. 
The advertisements may be displayed on the desktop or 
during a web browsing session. Adware is often bundled 
with free software that provides some functionality to 
the user. Revenue from the advertising is used to offset 
the cost of developing the software, which is therefore 
known as ‘ad-supported’.

ATTACK SURFACE
Code that is active in a target system and somehow 
involved in processing input that can be used in attacks.  
Any vulnerabilities that can be exploited are part of 
attack surface. The basic idea in security is to disable all 
unnecessary features in software, and thus limit attack 
surfaces. Disabling code in this manner prevents it from 
being exploited - even if it contains a vulnerability.

ATTACK VECTOR
Method of contact used to 
attack victims. Examples of 
typical attack vectors include 
email, the web, and USB media.
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CYBER ATTACK
Cyber attacks target computerized 
infrastructure, and can therefore produce  
affects outside of the computing domain.  
Effects are what define cyber attacks, not 
methods. If a denial-of-service attack against 
a bank website crashes payment processing 
servers, and prevents people from paying for 
things with credit cards or withdrawing money 
from an ATM, it is a cyber attack. An attack 
against a hobby game server may be technically 
identical, but if it only affects that particular 
game, it would not be considered a cyber attack.

 

CYBER SECURITY
Security that focuses on preventing 
cyber attacks. Basically the same as 
information security, except that  
one should also consider the effects 
that attackers can produce once they 
have control of corporate systems and 
build custom security mechanisms for 
critical resources. A typical example 
would be restricting the network 
connections for workstations with 
access to a corporate bank account,  
or a production line controller 
computer, etc. Cyber security is also 
used by less honest consultants as a way 
to rename everything that used to be 
called information security in order to 
charge bigger fees from customers.

CYBER ESPIONAGE
Espionage using 
computers as tools for 
espionage. It typically 
involves hacking or using 
malware to break into 
corporate computers and 
stealing information. 

C

CLIENT / ENDPOINT
PC/Mac workstation or laptop, 
or a mobile phone. Basically 
anything that runs  code, and 
capable of running security 
software.  The basic definition 
of a client is a device that can 
run independent applications, 
while a terminal is just a screen 
that input access to computer 
that is somewhere else.

CLOUD SECURITY
Security that is provided from a remote server. 
The benefit of cloud security is that a remote 
server receives information from multiple 
sources, so it can make better decisions. 
Another security benefit of cloud security 
is that attackers cannot reverse engineer 
security features that are implemented  
at remote cloud server.

COMMAND AND CONTROL / C2
The command and control(C&C, or CC) 
server of a botnet is the main control 
point for the entire network of enslaved 
computers.
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D

DATA BREACH
An incident that involves data 
leaking from an organization  
as the result of a successful attack.

DDOS
A type of attack conducted over the Internet, using 
the combined resources of many computers to 
bombard, and frequently crash, a targeted computer 
system or resource (e.g., a program, website or 
network). There are various types of  distributed 
denial-of-service  (DDoS)  attacks that can be 
conducted in different ways  based on how the attack 
is conducted. DDoS attacks are sometimes included 
as part of a worm or trojan’s payload - all infected 
computers are directed to attack the selected target. 
DDoS attacks are also often performed by botnets, 
as the combined resources of all the computers in 
the botnet can generate a terrific amount of data, 
enough to overwhelm most target’s defenses within 
seconds. DDoS attacks have become one of the more 
dangerous menaces of the modern Internet.

DLP
Data Leakage Prevention -  
a software or service used to detect 
and possibly prevent information/
data breaches.

DOMAIN
A domain name (e.g. www.f-secure.com) is a human-friendly 
text string given to identify a specific resource on the Internet – 
in most cases, a website. Each domain name maps to a specific 
IP address. Domain names are used because IP addresses, which 
are what the computers use to identify common resources, 
aren’t easy for humans to remember. Domain names are a part 
of the hierarchical Domain Name System (DNS) used to organize 
all resources on the Internet.

DRIVE-BY DOWNLOAD
The automatic download of a program from a visited website  
onto a user’s computer, almost always without their knowledge  
or authorization. Drive-by downloads are often used in conjunction 
with Search Engine Optimization (SEO) attacks, in which search 
engine results are poisoned in order to redirect users to a malicious 
site where the drive-by attack can take place. The term ‘drive-by 
download’ is most frequently used to describe the situation of a 
website forcibly and silently downloading malware on to a visitor’s 
system, but clicking on pop-up ads or viewing an email message 
may also result in the user being subjected to this attack.  
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Learn more about  
F-Secure Labs  

on our website.

WEBLOG - LATEST FROM THE LABS
Updates on research done by F-Secure Labs, and views on the latest  

developments in information security and digital technology.

GET SOLUTIONS & GET INFORMED
Find a solution for a security concern with one of our free tools, or learn 

more about threats and products in our descriptions and advisories.
 

REMOVAL TOOLS

Use these free tools to scan and remove malicious programs.

THREAT DESCRIPTIONS

Details of threats identified by F-Secure Labs.

SECURITY ADVISORIES

Details and fixes of all the vulnerabilities affecting F-Secure products.
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